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Ethos’ 2024 Annual Publication delivers a comprehensive analysis of emerging trends in Al and its transformative role
within the insurance industry and medical management. The integration of Al offers innovative solutions to address
industry challenges, improve operational efficiency, and stay ahead of potential threats. With the projected decrease of
400,000 workers by 2026, Al-driven advancements in areas such as telehealth, analytics, and personalized customer

experiences have become increasingly critical for maintaining competitive advantage.

With Ethos’s expertise in investigations and medical management, we provide actionable insights and strategies to help

stakeholders navigate the complexities of modern claims management and fraud prevention.

About Ethos: Building on 20 years of experience as a national leader in investigations and medical management, Ethos
provides a comprehensive suite of claims management solutions. Guided by a commitment to integrity and excellence, we
empower our clients to uncover the truth, mitigate risks, and make confident, informed decisions. Our expert team delivers
innovative, cutting-edge solutions designed to address the unique challenges of the industry. At Ethos, we believe knowledge

is power—which is why our vision is to deliver better data, enabling better decisions and achieving better outcomes.
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As we mark another year of progress and innovation, | am pleased to present our annual publication,
which this year delves into a topic of significant impact: the role of artificial intelligence in transforming
our field.

In this edition, we explore the latest Al trends shaping the insurance landscape, from enhancing claims
processing efficiency to revolutionizing medical management practices. With contributions from
industry experts and insightful data analysis, our aim is to provide a comprehensive view of how Al is
driving change and offering new opportunities for growth and improvement.

The world is experiencing a pivotal moment, where technology and human expertise must work
together to meet evolving challenges and expectations. Our publication highlights key statistics and
trends that underscore the importance of embracing Al and its potential to enhance our practices and
outcomes.

| invite you to read through the insights shared in these pages and consider how these developments
may influence your work. As always, we are committed to supporting you with the information and
tools needed to navigate these advancements effectively.

Sharing information through carefully curated data is a central feature of our operation. Our intention
through this kind of education is increased awareness for all. We believe with additional focus on
collaboration toward the objectives we all share, we can help each other climb the mountains we all face.

Warm regards,
Micah Smith
CEO
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Current use of Al in
Risk of Al exposure across top 10 industries the insurance industry
IT Services
Energy and Utilities
Health & Pharma
Other Services

Mobility & Transportation

80%

Financial & Insurance Services :
of top 10 insurers are

Government & Education actively utilizing Al

Manufacturing
Media & Communications

Agriculture

Feiete (s Approximately 80% of the top 10 insurers are

actively utilizing Al and about 60% of the top
The insurance industry ranks sixth among 10 major sectors 10 insurers use Al to streamline administrative
regarding current Al risk exposure tasks and optimize claims processing.

Top Frauds

P 3 6 H =

Imposters Online Shopping Prizes, Investments Business,
Negative Reviews | Sweepstakes, Job Opportunities
Lotteries

2023 National Do Not Call Registry

Live

Caller

Robocall 3459
54.6%

10.9% of reports did
not include a call type.
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Current Trends in Medical Management

The healthcare industry is witnessing significant advancements in medical management, driven by emerging
technologies and innovative approaches. Key upward trends include:

Telehealth and Remote Care

* The expansion of telehealth, initially spurred by the pandemic,
continues. Innovations like virtual consultations, telemedicine,
and remote patient monitoring enhance accessibility, especially
for remote or underserved populations.

Data Analytics and Artificial Intelligence (Al)

* Wolters Kluwer, a trusted information services <« The increasing role of Al in real-time health
company, reports that over half of Americans monitoring and predictive analytics is evident as
expect GenAl to fully integrate into healthcare by these technologies advance.

2028.
4 Amer L I
merican Oplnlon.
* Al, including large language models (LLMs), The integration of GenAl by 2028
machine learning models (MLs), and generative
Al, is transforming healthcare by simplifying data
implementation and interpretation.
* Notable Implementations 5 O %
- GE HealthCare & NVIDIA: Development of
SonoSAMTrackl for ultrasound imaging, integrating
Al models to automate image analysis. Over 50% of Americans
- Oracle: New Al features for its healthcare data expect GenAl to
platform, including a generative Al service for fully integrate into
care management and an upcoming clinical healthcare by 2028
assistant.
Source: Wolters Kluwer, 2023
\ J

Patient-Centric Technolgies

* There is a growing emphasis on personalized patient care. Innovations are enhancing communication and
collaboration between patients and healthcare providers, allowing for more tailored treatments based on
individual characteristics, genetics, and lifestyle.

More Coverage. More Accountability. More Consistency.
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Virtual Healthcare Assistants

e Al healthcare assistants, similar to digital assistants like Siri or
Alexa, perform tasks such as patient triage, remote monitoring,
medication reminders, and health metric tracking. These tools
enhance healthcare accessibility, efficiency, and cost-effectiveness.

é ,f | ;\ |
¢ Despite these benefits, challenges include dependability, accuracy, &/ ‘;‘F‘( !'/

data privacy, and the lack of human touch. \& ;

/ , a

f

Technological and Scientific Advances

¢ Breakthroughs in pharmaceuticals, gene therapy, and biotechnologies are reshaping treatment strategies.

¢ 3D printing technology is significantly impacting the medical field, particularly in creating customized
medical devices and exploring the potential for 3D-printed organs.

These advancements represent a shift towards a more technologically advanced, patient centered healthcare
system. For insurance companies, this means adapting to new technologies and trends, which could impact
insurance claims. Al and telehealth could streamline claims processing, but proactive adaptation and strategic
foresight will be crucial to continued success. To remain competitive, insurers should adopt forward-thinking
strategies, such as policy innovation, advanced analytics, partnerships with technology and healthcare providers,
staff training, and Al-enhanced customer service.

Proven Success and Growing Resilience

Insurance serves as a safety net, fostering a more stable and predictable financial environment for clients.
Recent data and trends underscore the industry’s increasing effectiveness and continued success across written
premiums, market growth, consumer satisfaction, risk management, and economic resilience.

Total Written Premiums

In 2023, the U.S. insurance industry collected approximately $1.54 trillion in premiums across various sectors,
including property/casualty and life/annuity insurance, underscoring the industry’s significant financial
footprint and its capacity to provide widespread coverage and protection to policyholders (Insurance
Information Institute).

Market Growth

The global insurance market has shown exceptional resilience and growth. As of early 2024, it was valued at
around $6.8 trillion. It is projected to grow at a compound annual growth rate (CAGR) of 4% through 2026,
indicating ongoing confidence in insurance as a financial safety tool.
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Economic Impact

The insurance industry is vital to the economy because it supports almost every production stage. Analysis
across 380 U.S. industries reveals that Insurance Carriers rank in the top 3% for economic importance alongside
critical sectors like banking and petrochemicals (BlackRock). This significance explains why insurance
premiums and availability fluctuations can affect overall consumer prices and broader financial stability,
underscoring the sector’s wider role in stabilizing and supporting economic activity.

Economic Importance of Critical Sectors

B 3% - Insurance Carriers+banking+petrochemicals
B Other Industries

Insurance Industry Resilience

Insurance companies have demonstrated their strength during significant events such as natural disasters—
for example, the insurance sector in the U.S. covered over $30 billion in losses from natural disasters in 2023,
showcasing its role in managing and mitigating the financial impact of such events. There were 28 weather and
climate disasters in 2023, surpassing the previous record of 22 in 2020, tallying a price tag of at least

$92.9 billion. (NOAA)

The Impact of Insurance in the $92.9 Billion Climate Disaster of 2023

Uncovered Costs:
Approximately 68% of the total cost

Insurance Coverage:
Approximately 32% of the total cost

Insurance mitigated nearly one-third of the
financial impact from climate disasters in 2023.

More Coverage. More Accountability. More Consistency.
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Pattern Recognition vs Generative Al

While each of the many forms of Al can transform insurance, generative Al has garnered exceptional attention
for its ability to create new data and content. Generative Al uses algorithms like ChatGPT to generate text,
images, videos, or other data in response to prompts, which can be crucial for risk assessment, fraud detection,
and personalized customer interactions.

While generative Al offers vast data generation and analysis Artificial Inteligence
capabilities, its applications may be considered less central to
the core operations of insurance and limited compared to other
Al models because it requires such a high level of data quality,
interpretability, and task specificity.

Machine Learning

Neural Networks
Pattern recognition Al may prove to be more beneficial as it focuses
on analyzing existing data patterns, making it particularly well-suited
for the insurance industry’s complex, data-rich environment. Its Generative
ability to analyze historical data, detect trends, and predict patterns Models
to make explainable, data-driven decisions allows it to excel in
risk assessment,claims processing, customer insights, operational
efficiency, and regulatory compliance.

Implementing pattern recognition Al into investigations offers several benefits, including speeding up the
investigative process by automating repetitive tasks, reducing errors, enhancing decision-making accuracy, and
lowering operational costs.

Pattern Recognition Technology:

Given a pattern, its recognition and classification can consist of one of the following two tasks:
* Supervised classification identifies the input pattern as a member of a predefined class. (Descriptive)
e Unsupervised classification assigns the input pattern to a hitherto undefined class. (Explorative)

The types of classifications either already exist in the system (supervised classification) or are learned based on
similar inputs (unsupervised classification)

Besides generative and pattern-recognition Al, several other forms, such as machine learning (ML), natural
language processing (NLP), and robotic process automation (RPA), intend to impact the industry by improving
efficiency, accuracy, and customer experience.
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Benefits of Al in Healthcare Insurance

Al and its ability to rapidly process data bring tangible benefits to the healthcare insurance industry, improving
everything from fraud detection to risk assessment and underwriting. This means quicker settlements, personalized
insurance plans, enhanced customer support, proactive health management, and increased consumer
transparency, building long-term trust and satisfaction between consumers and insurance providers.

Challenges Introduced by Al

However, Al also introduces challenges to the insurance industry. Key issues include heightened cybersecurity
risks and data privacy concerns. The 2024 Allianz Risk Barometer highlights the healthcare sector bears
the brunt of cybercrime activity, accounting for 14.2% off all attacks targeting critical infrastructure.
Financial organizations are another major target, accounting for 8.3% of attacks on critical infrastructure
since the start of 2023.

Top Global Business Concerns
Highlighting the most pressing cybersecurity risks faced by businesses worldwide.

Critical [ Healthcare
Infrastructure
M Financial organizations

Source: Allianz Risk Barometer

Al’'s integration into insurance and medical management also attracts tech-savvy fraudsters, who increasingly
exploit Al-based attack vectors like data poisoning and fake recognition trickery.

The rise of fraud-as-a-service (Faas) further compounds these issues, providing cybercriminals with tools and
infrastructure for various fraudulent activities.

Ethical and Operational Concerns

Moreover, Al raises important ethical questions and concerns about biases, workforce adaptation, and the
complexity of integration. As Al relies on vast amounts of sensitive customer data, ensuring data privacy,
maintaining regulatory compliance, and implementing robust cybersecurity measures become essential pillars
for successful Al management in the insurance industry.

More Coverage. More Accountability. More Consistency.
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Al Risk

The Swiss Re Institute’s recent white paper ranks the insurance industry sixth among 11 major sectors regarding
current Al risk exposure and seventh for future risk. Healthcare, currently ranked below IT, is expected to
become the most exposed sector in the next decade.

Risk of Al exposure across top 11 industries

IT services (NN
Energy and Utilities (M- -
Health & Pharma (D :
Other Services — 4
Mobility & Transportation (DD 5
Financial & Insurance Services — 6
Government & Education — 7
Manufacturing (D S
Media & Communications (JIIIGNED °
Agriculture (D 10
Food & Beverages (IEEED 1

The insurance industry, unlike other highly regulated sectors such as healthcare, pharmaceuticals, and mobility,
stands to gain more than it could lose with the integration of Al. Insurers have the potential to provide
coverage for Al-related risks, such as performance issues with technologies like consumer chatbots, cyber
risks, data privacy concerns, and ethical challenges. Providing such services address regulatory and reputational
issues while helping clients manage and reduce Al-related risks.

However, a hindrance known as ‘silent Al risk’ may arise if Al becomes ubiquitous and not explicitly accounted
for in insurance policies. This leads to a buildup of unidentified risks within insurance portfolios, potentially
causing significant losses.

Al promises to revolutionize the insurance industry by improving risk management, enhancing customer
service, and leading to the development of more innovative products. Given these benefits, Al's potential for
errors and failures- common across all industries- requires careful consideration by insurers. As experts in
managing vulnerabilities, insurers must focus on sustainability and resilience to navigate the complexities and
opportunities Al technologies present.
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Al Risk

Nearly one in five anti-fraud professionals currently use Al and machine learning in their fraud detection
efforts, with another 32% planning to adopt these technologies within the next two years. 83% of organizations
expect to implement GenAl as part of their anti-fraud programs over the next two years. Al and machine
learning used in anti-fraud programs is expected to triple over the next two years.

Use of Al and Machine Learning for Fraud Detection

o 00 O

Nearly 1in 5 anti-fraud professionals currently use
Al and Machine Learning for fraud detection

n
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Al Trends in Top U.S. Insurers:
Current Uses, Future, and Opportunities

The current state and future plans for Al in the insurance industry, focusing on its use among the top 10 U.S.

insurance companies to understand how Al is enhancing services and to identify opportunities for future
growth and challenges.

80%

of top 10 insurers are
actively utilizing Al

D
60%

of the top 10 insurers
use Al to streamline
admin tasks.

* Widespread Adoption: Approximately 80% of the top 10 insurers are actively utilizing Al for various applications.
This includes major players like UnitedHealth Group and CVS Health, who lead in Al adoption.

¢ Focus Areas: About 60% of the top 10 insurers use Al to streamline administrative tasks and optimize claims
processing. Around 50% focus on enhancing patient care management and customer interactions through Al.

e Future Opportunities: While Al is making strides in its current applications, there are several overlooked areas
with significant potential:

- Advanced Predictive Analytics: Beyond basic claims predictions, Al can delve deeper into predictive
modeling for emerging health risks, enabling more proactive interventions.

- Behavioral Health Insights: Leveraging Al to analyze behavioral health data could lead to earlier
interventions and more tailored mental health support.

- Customer Experience Personalization: There is room to expand Al’s role in creating hyper-personalized
customer experiences, enhancing engagement through tailored recommendations and interactions.

- Ethics and Transparency: Developing Al solutions with built-in ethical considerations and transparency
can build trust and compliance, addressing growing concerns in data privacy and security.

Now you know for sure™
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Current and Future Al Uses in Top US Insurance Companies

Current Use Future Use

- Predictive Analytics - Personalized Healthcare

- Patient Care Management - Predictive Analytics

- Claims Processing - Operational Efficiencies

- Member Engagement and - Enhanced customer experiences
Personalized Care - Al in Electronic Health Records

- Telehealth Services

Most frequently named current uses of Al

Predictive Analytics
(3 total companies)

Patient Care Management/Optimization

(3 total companies)
Claims Processing/Management
(3 total companies)

Member Engagement/Personalized care
(2 total companies)

Telehealth Services
(2 total companies)

Most Frequently Mentioned Future Plans for Al:

Personalized Healthcare/Care
(5 total companies)

Predictive Analytics

(3 total companies)
Operational Efficiencies/Process Improvement
(3 total companies)

Enhanced Customer Experience
(2 total companies)

Al Integration in Electronic

Health Records
(1 total companies)

More Coverage. More Accountability. More Consistency.
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Key to Effective Medical Management and Fraud Prevention

Investigative services are integral to enhancing the accuracy and reliability of medical evaluations, especially
in the insurance industry. By conducting objective medical reviews, forensic analysis, surveillance, and field
investigations, they thoroughly examine medical claims, help identify fraudulent activities and reduce
unnecessary medical expenses.

Objective Medical Reviews

Impartial, evidence-based evaluations that help accurately assess
medical claims. Organizations use board-certified specialists to
provide unbiased assessment, ensuring decisions are based on
clinical documentation rather than subjective opinions or conflicts
of interest. These reviews are vital in the insurance industry and
typically involve independent medical professionals who analyze
medical records, perform physical examinations, and provide
unbiased opinions based on clinical evidence.

Forensic Analysis Units

Employ advanced technology and scientific methods to interpret medical evaluation data. This includes
reviewing medical records, conducting autopsies, and performing toxicology tests in medical management.
Their role extends to verifying the authenticity and accuracy of medical records and diagnoses, which is crucial
in legal contexts. Analysts detect inconsistencies in medical billing, treatment records, and insurance claims,
uncovering fraudulent activities like billing for unperformed services, inflating costs, or falsifying diagnoses.

Surveillance

Involves monitoring claimants’ activities to detect inconsistencies between their reported conditions and
observed behavior. This investigation can uncover fraudulent activities by documenting evidence contradicting
an individual’s claims. Field investigations often include interviewing witnesses, conducting site visits, and
gathering physical evidence, which provides a broader context to the medical claims under review.

Now you know for sure™
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Al in action

PathfinderAl, developed by Ethos, is an Al-driven solution designed to support fraud detection and response
in various business lines. While traditional fraud detection programs can alert companies to potential issues
by flagging anomalies, PathfinderAl extends this capability by providing tailored recommendations for
addressing confirmed fraud.

Using historical claims data, PathfinderAl generates predictive alerts on potential fraud for each claim.
Unlike standard flagging systems, PathfinderAl provides customized strategies to address each flagged case,
optimizing the approach based on the claim’s specific context. Additionally, PathfinderAl offers an estimate
of the return on investment (ROI) if its suggested strategies are followed, helping companies understand the
potential financial impact of each decision.

Key features of PathfinderAl include:

* Customized Response Plans: Offers tailored suggestions to resolve flagged cases effectively.

* Predictive Insights: Utilizes historical data to improve detection accuracy and minimize false positives.
e Scalability: Efficiently processes high volumes of claims, enabling quick reviews across large datasets.
e ROI Estimation: Provides potential cost savings and ROI forecasts, supporting informed decision-making.

This Al solution has demonstrated improvements in cost efficiency, faster claim resolutions, and significant
reductions in false positives, helping companies better manage fraud risks across operations.

Now you know for sure™
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Key Takeaways

The healthcare industry is experiencing a transformative era fueled by new technologies such as telehealth.
Telehealth continues to expand beyond its pandemic-driven surge, with virtual consultations and remote
patient monitoring enhancing accessibility for remote and underserved populations. A recept report by Wolters
Kluwer indicates that over half of Americans anticipate the full integration of generative Al (GenAl) into
healthcare by 2028. Notable implementations include GE HealthCare’s development of SonoSAMTrackl for
automated ultrasound imaging and Oracle’s new Al features for healthcare data platforms. Patient-centric
technologies are advancing personalized care, with virtual healthcare assistants improving efficiency and
accessibility, though challenges such as data privacy and accuracy remain. Technological and scientific break-
throughs, including 3D printing and gene therapy, are reshaping treatment strategies. For the insurance industry,
this indicates the need for proactive strategic adjustments.

Additionally, Artificial Intelligence (Al) offers notable benefits to the healthcare insurance industry, such as
enhanced fraud detection, improved risk assessment, and personalized insurance plans. By enabling quicker
settlements and better customer support, Al contributes to greater transparency and customer satisfaction.
However, the integration of Al also introduces challenges, including heightened cybersecurity risks and data
privacy concerns. The 2024 Allianz Risk Barometer highlights significant global concerns about data breaches
and cyber incidents. Additionally, Al attracts sophisticated fraud tactics and raises ethical and operational
issues related to bias and regulatory compliance. Despite these challenges, Al’s transformative potential in risk
management and customer service is evident, with substantial adoption among top U.S. insurers who are
exploring advanced predictive analytics and personalized customer experiences. As Al continues to evolve,
insurers must navigate these complexities to harness its benefits effectively while treading lightly through the
potential risks.
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